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ABSTRACT 
In the fast and furious world of Information Technology, one of the renowned phrase that has diminished all 

the vintage tools and boomed to a higher level with greater versatility of computing is cloud computing. It has shaped 

a stereotypical image that it could be more promising with multiple boons like flexibility, scalability, reliability and 

unsubstantial and limited operational costs. Though there are many valuable points to be considered in cloud 

computing, it have been noted that the latent cloud users are afraid of using this technology because of the 

unaddressed security reasons so that there is an exaggerated possibilities of hacking of information and loss of data. 

To overcome this scenario, we have taken a competent method in our research to facilitate the cloud users with 

proper asylum. In the stated article we examine the main covenant concerns present in this technology nowadays 

based on a skeleton for refuge subsists adopted from cloud service providers offered for this problem by many 

researchers, there are various flaws that has to be detected and eliminated out and has to be sorted out properly to 

enhance the users of cloud computing with exultation. Security issues linking to reliability, multitenancy, and group 

should be scrutinized extra fathomage for cloud to swamp over its security barricade and steps forward towards 

extensive agreement. The idea of the article is to offer a technique that enables Cloud Computing method to 

accomplish the effectiveness of using the system assets and potency of the security examines without exchange 

between them.  

KEY WORDS: DDOS, IDS, IDC, Cloud Security. 

1. INTRODUCTION  

One the ponderous and flourishing theory for both the designers and the end client is “CLOUD 

COMPUTING”. It becomes the better policy for the persons who are interconnected with the networking 

background. This is a kind of online network based computing, plus it is the bottom line of the subsequent age group 

of computing. Computing assistances such as information, storage space, software, computing, and relevance are 

conveyed to local campaign from end to end internet. In the warm of the push cloud storage examine has turn into a 

quick acquisition boost up point by providing a comparatively cheap, ascendible, position and self-reliant policy for 

consumers. It is practical that this expertise is constructed based on accessible architectures, it has the capacity to 

associate different internal and external cloud assistances jointly to provide surpassing inter-operas ability and hence 

security is most serious issue to negotiate or neglect the cloud computing model, as reported by IDC. The enterprise 

of Cloud computing safety principles and evaluation scheme with the core of safety target confirmation and security 

boost level appraisal is the keen reason for reduction in redemption. Confidentiality, Integrity and Availability are 

the three requirements that are to be viewed properly to strengthen security. 

Information security binds the data encryption. It too ensures that suitable policies are imposed for data 

distribution. We speak to the crisis of the security of cryptographic codes in face of potential advances in computing 

skill plus algorithmic investigations. The crisis stems starting the information that computations which at a agreed 

point of time may be deemed in viable. It is viewed that in the method of time otherwise decades, it is possible with 

better hardware a split through in code-flouting algorithms. In such cases, the security of past, but nevertheless highly 

secret data may be in trouble.  

In core, system security includes the hardware plus software of systems, jointly with the security of 

information transferred on top of the network, we should make sure, would not be damaged by unplanned or 

malevolent attack. Network security involves together the scientific and the supervision problems. Security is a 

solution constraint for cloud computing to merge as a healthy and realistic resourceful solution. This security has 

been separated to numerous parts and the most thinking parts is ensuring about the user validation processes and 

supervision accesses when users farm out perceptive data shared on open or secret cloud servers.  

Predominantly it has to be ensured that the user detection and verification has to be properly made. The core 

of security inside the cloud computing is validation which is to confirm the character of the user, if the individual is 

the similar while he pretends to be. So, it is obvious to facilitate only certified users can admittance the stored data. 

Client certification in cloud computing environments has been separated to two key processes: investigating single 

identifiers of users during the early check phase and validating user legal identities and acquiring their way in direct 

privileges for the cloud-based assets and services during the service process phase.  
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2. RELATED WORKS 

Several methods being projected by various authors for Secured Storage and IDS in Clouds and a few of 

them are explained below: Cloud is a “network of networks” in excess of the internet, so probability of interference 

is extra with the intellect of intruder's attacks. Diverse IDS techniques are used to contradict malevolent attacks in 

usual networks. In favor of Cloud computing, huge network access rate, relinquish the power of data, applications 

to service sources and scattered attacks termed as vulnerable has to be seeped through an efficient, reliable and 

information transparent IDS.  

Parag Shelke (2012), projected a cloud replica which might be administered by a other party monitoring 

service for a superior optimized competence and clearness intended for the cloud user. In the direction to switch 

large range system access travel and directorial managing of data and function in cloud, a novel large threaded strewn 

cloud IDS replica has been projected where the cloud IDS handles large stream of information packets, evaluate 

them and create reports capably by integrating information and behavior examination to recognize intrusions.  

Facing the complexity of Cloud architecture, Soumya Mathew and Ann Wreath Jose (2012), has focused on 

proposing operation design of IDS in the Cloud. They have discussed plus manifested numerous open threats for a 

Cloud infrastructure and were provoked to use IDS and its supervision in the Cloud. They proposed the operation of 

integrated and covered IDS on cloud that designed to cover various attack which integrated information and 

performance analysis to enhance a cloud's security. The two IDS methods were distinct. But the deficit of one 

technique will be complimented by additional one. The dispersed and open formation of cloud computing and 

services becomes a striking target for possible cyber-attacks by intruders. Ahmed Patel have offered a complete 

nomenclature and up to date of IDS and avoidance systems to pull researchers mind for likely solutions to IDS and 

averting in cloud computing. An explicit notice was given to cloud systems characteristics and present challenges 

outlawing IDS and Prevention System growth for cloud.  

Cloud computing refers to the freedom of computing assets over the Internet. Cloud stores almost unlimited 

amount of data via virtualization. They have an option of data drop in cloud. Vignesh Kumar and Ramasubash (2014), 

has recommended a method called multi-level IDS. Providing safety to dispersed systems needs to more than user 

guarantee with passwords otherwise digital certificates and seclusion in transmission of data. Spreader architecture 

of cloud makes it weak and level to difficult circulated intrusion attacks parallel to Cross Site Scripting as well as 

DDS. To clutch large size network admittance traffic and supervisory control of information and function in cloud, 

new distributed cloud IDS architecture has been estimated. Our likely cloud Intrusion Detection System holds 

enormous flows of information packets examines them and create reports proficiently by integrating information and 

performance study to become alert of intrusions.  

Velumadhava Rao and Selvamani (2015), has projected a Cloud Computing drift which is quickly increasing 

that has a skill connection with web computing, service computing, scattered computing. Provided that security is a 

main anxiety as the data is transmitted to the distant server above a channel. In this article, we have tinted the data 

connected security challenges in cloud based environment and solutions to conquer. 

Cloud turned into a component of the spirited advertises today. Methods adopted by a range of vendors to 

attain safe data are of variable nature. To examine and evaluate a meticulous examine base on its security properties 

is a test. Rizwana Shaikha and Sasikumar (2015), has offered such a capacity by using a conviction mold. A 

conviction form measures the security potency and computes a conviction rate. A conviction rate comprises of 

various parameters that are necessary dimensions along which security of cloud services can be measured. Cloud 

security alliance service challenges are used to review security of a service and strength of the model. Capability of 

the model is also confirmed by verifying conviction value for open cloud models. Conviction model acts as a standard 

and grade service to calculate security in a cloud platform. 

Problem definition: Cloud has generated considerable attention in both studious and commerce, but it is still an 

developing model. The serious concerns of cloud are data safety. Now, common problem in present cloud security 

and privacy methods are given below, 

 Cost and effectiveness is the major problem of the existing security and privacy approaches. 

 The main two issues in cloud computing is the user meet while using cloud services. The first one is user’s 

anxiety about hacking intimidation whether inside or outside. Other hand is the in viability of data encryption 

without taking into concern of its privacy level. 

 The major aspire of IDS is to sense the attacks and produce the proper response. But the existing signature 

based IDS method cannot identify the novel or variant of known attacks. 

 More time is required to identify the attacks in various existing IDS. 

These are the major drawbacks of various relevant works, which screwed us to do this examine on Cloud Security 

Storage along with IDS. We are planned to suggest an appropriate technique to attain safe data storage along with 

IDS in cloud services.  
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3. CONCLUSION AND FUTURE WORK 
Cloud computing is an augmentation of current computing systems. As of now, current security techniques 

can be useful within entity works of cloud computing. However, the intrinsic features of cloud computing, such as 

reserve pooling and multitenancy, quick elasticity, wide network access, and on-demand self-service, current security 

techniques are not in themselves sufficient to compact with cloud security risks. In this research, we have intended 

to propose an efficient approach for providing very high security to the cloud system. Our proposed method 

comprises of four phases: a) Authentication Phase, b) Cloud Data Center Selection Phase, c) User Related Service 

Agreement Phase and d) Quality Improvement Analysis Phase. Finally, the Service Quality will be analyzed for the 

improvement of the service quality in the cloud system in both the user and service provider’s side. The 

implementation will be done by using Cloud Sim simulator along with Java. 

REFERENCES 

Ahmed Patel, Mona Taghavi, Kaveh Bakhtiyari and Joaquim Celestino Junior, An intrusion detection and prevention 

system in cloud computing, A systematic review, the journal of network and computer applications, 36 (1), 2013, 

25-41. 

Ali Yassin A, Hai Jin, Ayad Ibrahim and Deqing Zou, Anonymous Password Authentication Scheme by Using 

Digital Signature and Fingerprint in Cloud Computing, In proceeding of IEEE International Conference on Cloud 

and Green Computing, 2012, 282-289. 

Jun Chen, Xing Wu, Shilin Zhang, Wu Zhang and Yanping Niu, A Decentralized Approach for Implementing 

Identity Management in Cloud Computing, In proceeding of IEEE International Conference on Cloud and Green 

Computing, 2012, 770-776. 

Kawser Wazed Nafi, Tonny Shekha Kar, Sayed Anisul Hoque and Hashem M.M.A, A Newer User Authentication, 

File encryption and Distributed Server Based Cloud Computing security architecture, In proceeding of International 

Journal of Advanced Computer Science Applications, 3 (10), 2012, 181-186. 

Parag Shelke K, Sneha Sontakke and Gawande A.D, Intrusion Detection System for Cloud Computing, International 

journal of scientific and technology research, 1 (4), 2012, 67-71. 

Rizwana Shaikha, Sasikumar M, Trust Model for Measuring Security Strength of Cloud Computing Service, In Proc. 

of the International Conf. on Advanced Computing Technologies and Applications (ICACTS), 45, 2015, 380–389. 

Soumya Mathew and Ann Preetha Jose, Securing Cloud from Attacks based on Intrusion Detection System, 

International journal of advanced research in computer and communication engineering, 1 (10), 2012, 753-759. 

Velumadhava Rao R, Selvamani K, Data Security Challenges and Its Solutions in Cloud Computing, ELSEVIER 

Journal of Intelligent Computing, Communication & Convergence, 48, 2015, 204–209. 

Vignesh Kumar K and Ramasubash M.P, Distributed Cloud Multi-Tier Intrusion Detection System, International 

Journal of Advanced Research in Computer Science and Software Engineering, 4 (2), 2014, 791-795. 

Xin Zhan, Sherief Reda, Power Budgeting Techniques for Data Centers, In Proceeding of IEEE Transaction on 

parallel and Distributed systems, 64 (8), 2015, 2267-2278. 

Yonatan Aumann, Yan Zong Ding, Everlasting Security in the Bounded Storage Model, In Proceeding of IEEE 

Transaction on Information Theory, 48 (6), 2002, 1668-1680.  

 

 


